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Numara® FootPrints®  
Vulnerability Manager Benefits

	� Reduce risk and costs associated 
with unplanned service interruptions

	� Easily understand the relative 
severity of vulnerabilities with 
a simple and easily operated 
vulnerability assessment solution

	� Knowledge base includes Common 
Vulnerability Scoring System (CVSS) 
and Common Vulnerabilities and 
Exposure (CVE) for up-to-date scans

	� Intelligently prioritize risk 
management and mitigation efforts 
of your assets

	� Scan – click – fix: manage entire 
vulnerability assessment lifecycle 
from a single console

	� Support corporate standards or 
compliance initiatives through 
a wealth of predefined reports, 
executive dashboards and highly 
flexible customization options

Reducing IT asset vulnerability and support costs by preventing unplanned service interruptions before they 
occur is a crucial component of any IT security strategy.

Numara FootPrints Vulnerability Manager automates and simplifies the entire vulnerability management 
process, from detection to remediation. A full set of features enables you to scan any device with an 
IP address, specify groups of devices to automatically scan on a continual basis, assess vulnerable 
or non secure configurations, remediate those vulnerabilities and verify ongoing remediation efforts. 
FootPrints Vulnerability Manager helps you safeguard your organization against the risks that can affect 
the security, availability or performance of your infrastructure.

Analyze and assess
FootPrints Vulnerability Manager provides IT professionals with the knowledge and tools necessary to take a 
more proactive approach to vulnerability and configuration management, ultimately making your organization 
more secure at a lower cost. The solution can identify and address a broad range of vulnerabilities across 
a diverse set of environments and application types, including client applications, web servers, database 
servers and infrastructure servers.

Using trusted sources such as the Common Vulnerability Scoring System (CVSS) and Common 
Vulnerabilities and Exposure (CVE), FootPrints Vulnerability Manager puts up-to-date vulnerability knowledge 
at your fingertips. This allows you to quickly and accurately assess the impact of vulnerabilities across the 
business. FootPrints Vulnerability Manager reduces the complexity and labor associated with vulnerability 
management, making it easy to understand the relative severity of vulnerabilities, intelligently prioritize risk 
management and mitigation efforts, and focus remediation efforts on key assets.

Scan, click and fix
“Scan, click and fix” technology within FootPrints Vulnerability Manager empowers you to manage the entire 
vulnerability life cycle from a single administration console and reduce the exposure window – the time 
between identifying a potential vulnerability and fixing it. Once the scan is complete and vulnerabilities are 
analyzed, remediation actions can be prioritized and executed directly from the same centralized location. 
Patch deployments and configuration changes for specified devices or groups are just a few mouse clicks 
away, leaving your business safer and making your job easier. FootPrints Vulnerability Manager addresses a 
wide range of vulnerability types including:

	� Brute-force attacks

	� Buffer overflow

	� Denial of service and Trojan horses

	� Information gathering

	� Configuration errors

	� Default password settings

	� Abnormal usage

Secure and enhance your IT systems
Exposure to network vulnerabilities jeopardizes your organization’s ability to have a secure 
and reliable network. A critical part of your asset management strategy should include 
assessing your risk, detecting areas of weakness and remediating known vulnerabilities 
to prevent unplanned service interruptions and enhance security across your network.
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Features

	� Broad coverage – address a wide 
range of vulnerabilities, including 
abnormal usage, brute-force attacks, 
buffer overflow, misconfigurations 
and more

	� Platform support – ensure  
full vulnerability detection  
and remediation for computers 
running Windows®, MacOS®,  
Unix® and Linux®

	� Impact assessment – assess the 
impact of vulnerabilities across 
the business by using trusted 
industry sources such as Common 
Vulnerability Scoring System (CVSS) 
and Common Vulnerabilities and 
Exposure (CVE)

	� Seamless integration – integrate 
with Numara® FootPrints® Patch 
Manager and Numara® FootPrints® 
Inventory Manager to easily assess 
and analyze vulnerabilities 

	� Support for Microsoft® and non-
Microsoft solutions – patch scanning 
and deployment for products such 
as Citrix, Exchange®, SQL, Mozilla 
Firefox, Adobe®, Apple® iTunes, 
WinZip® and more

	� Dynamic groups – easily target 
groups of devices for updates based 
on patching requirements and 
computer attributes

	� Report now – demonstrate results 
with executive dashboards and 
comprehensive reporting

FootPrints Vulnerability Manager includes an integrated reporting solution that gives you better visibility 
into your environment and turns raw data into actionable information. With better insight into your security 
position, you can ensure vulnerabilities have been properly remediated and support corporate standards 
or compliance initiatives through a wealth of predefined reports, executive dashboards and highly flexible 
customization options.
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The freedom to simply…choose
FootPrints Vulnerability Manager is one part of a fully integrated line of IT operations management solutions. 
Each of these products automates and streamlines a specific IT challenge to help you reduce costs and 
improve service levels.  Built from the ground up as a modular, yet integrated system, this family of 
technologies provides a single, unified solution to simplify a diverse set of complex client life cycle and 
service management needs.

Imagine…having the choice to:

	� Decide which components or products are relevant to your business

	� Manage various platforms from one console

	� Invest in one point product, a solution set of multiple products, or the entire suite

	� Buy what you need and not what the vendor dictates

For more information on the minimum requirements necessary to use FootPrints Vulnerability Manager, 
please refer to our Technical Specifications document available online.

At-a-glance dashboard indicates vulnerability and device allocation 
by risk level as well as publication date and first network appearance 
vulnerability counts.

Who are we?
Founded in 1991, Numara® Software is a leading global provider of 
integrated IT Operations Management solutions. Numara’s family of 
integrated products solve Endpoint Lifecycle Management, Mobile Device 
Management, Help Desk and Service Desk challenges for physical, virtual 
and mobile devices, simplifying and optimizing IT Operations Management.
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